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Awareness Through Information Sharing

Incidents/Articles of Note:

¢ 1 Dead After Shooting in Hospital in Richmond, Virginia; Alleged Shooter in
Custody

e What Is FAACT, Virginia’s Now-Mandated Opioid Data-Sharing Tool

¢ Uniontown Man Arrested After Threatening to Shoot Up West Virginia Hospital

¢ Long Wait Times for Virginia’'s Mental Hospitals

¢ lllinois Hospital Forced Into EHR Downtime After Cyberattack

¢ Microsoft, Cybersecurity Firms Disrupt Ransomware Groups Targeting
Healthcare

e 5 Plead Guilty in Florida Fraudulent Nursing Diploma Scheme

¢ Implementing a Zero Trust Architecture For Medical Device Security

e Apria Healthcare Discloses Major Data Breach Impacting 1.8M Users

e How One Hospital Uses Al to Minimize Risk From Cyberattacks

e 5 Ways Tech Can Help Patients Feel Safer in Your Healthcare Facility
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Article | HealthCare IT

Secure Your Hospital’s
Future: The Critical Need for
Robust Telemedicine
Security

Despite warnings over the past decade,
many healthcare systems have only
recently begun to address the security
risks of medical devices. Subsequently,
a new threat emerges: older
telemedicine solutions that have often
been exempt from broader security
standards. With the rise of inpatient
telemedicine in response to COVID,
these systems are becoming more
visible targets.
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Insider Threats in Healthcare

An insider threat in the Healthcare and
Public Health (HPH) Sector is potentially
a person within a healthcare
organization, or a contractor, who has
access to assets or inside information
concerning the organization's security
practices, data, and computer systems.
The person could use this information in
a way that negatively impacts the
organization.

Observe Suspicious
Activity?

Report Online
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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